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Abstract

Context. Static application security testing (SAST) tools report
potential vulnerabilities, but their alerts rarely provide enough
guidance for practical verification. Goal. This study investigates
whether common weakness enumeration (CWE) descriptions, web
security testing guide (WSTG) procedures, and local code snippets
improve LLM-generated security verification procedures from SAST
alerts. Method. We conducted a controlled repeated-measures ex-
periment with eight SonarQube issues from OWASP Juice Shop.
For each issue, procedures were generated under three conditions:
isolated SAST alert, alert enriched with CWE/WSTG via retrieval-
augmented generation (RAG), and alert enriched with CWE/W-
STG plus local code. The procedures were evaluated by judges
experienced in software testing, SAST, and pentesting. The rubric
measured technical correctness, practical reproducibility, structural
completeness, procedural clarity, WSTG alignment, and manual ad-
justments. Results. Contextual enrichment did not produce statis-
tically consistent improvements in technical correctness, practical
reproducibility, procedural clarity, or WSTG alignment. Practical
reproducibility remained low across all conditions. The condition
with local code showed the lowest median number of manual ad-
justments, but the effect did not remain significant after correction.
Conclusion. Adding security documentation and local code to
LLM prompts was not sufficient to transform SAST alerts into
reproducible verification procedures. LLMs may support initial
drafting, but reliable operationalization still requires human review,
execution-based validation, and richer runtime context.
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1 Introduction

Static Application Security Testing (SAST) tools are integrated into
continuous integration and continuous delivery (CI/CD) pipelines
and operate as the first phase of vulnerability identification in
source code throughout the development lifecycle. Ami et al. [1]
interviewed 20 professionals and identified that the absence of alert
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messages with practical meaning and a considerable effort required
for configuration were reported as negative aspects of SAST tools.
Furthermore, Lipp et al. [9] demonstrated that SAST tools for the
C programming language, when analyzing 27 projects with 192
previously known vulnerabilities, failed to detect 47% to 80% of the
cases. In these two scenarios, the high noise in the output and the
incomplete coverage shift the security cost from the scanner to the
professionals, who must triage each report, verifying its legitimacy.

The verification of a SAST alert requires a translation that the
tool does not perform on its own. The evaluator must convert a
static description into an exploitable hypothesis, relate the reported
rule to a weakness category, identify relevant inputs or execution
flows, and formulate steps compatible with the application’s envi-
ronment. This work combines security knowledge, code compre-
hension, and procedural domain on how to test the vulnerability at
runtime.

The alerts provided by SAST tools, by their nature, point to po-
tential vulnerabilities in the source code, but they do not deliver
the tests and concrete guidance that confirm their exploitability.
To carry out the verification of an alert, technical knowledge is
required on three fronts: i) attack vector, scenario reproduction
path, and vulnerability categorys; ii) procedure, understanding ver-
ification frameworks such as the OWASP Web Security Testing
Guide (WSTG); and iii) translation, understanding the elements in
executable steps that exercise the flagged vulnerable code.

Performing the verification of a SAST alert is an activity that
becomes burdensome even for intermediate knowledge profiles.
The initial barrier focuses on the conceptual understanding of the
vulnerability, navigating toolchains, and coordinating verification
steps to confirm exploitability [13]. Given this barrier, the SAST
report remains underutilized because, even if it presents the prob-
lem, the tool does not deliver an instrument that assists in active
verification.

Given the challenges presented by SAST tools, Large Language
Models (LLMs) emerge as a possibility to assist the static verification
of code vulnerabilities. Thus, it was observed that, when dealing
with code context at the function level, LLMs can achieve a success
rate of 9% to 13%. However, when observing the context at the
code file level, their success rate is almost null [4, 20]. Studies by
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Cetin and Biryikli [21] and Du et al. [3] demonstrate that LLMs
generate vulnerable code recognized by the OWASP Top 10 [11].
However, studies show that LLMs have a promising capability to
identify the vulnerability at its root cause, allowing the search for
solutions that assist professionals in performing formal verification
based on operationalization and verification frameworks, such as
the OWASP WSTG.

Despite recent advances in combining SAST tools and LLMs for
vulnerability detection and classification, the literature remains con-
centrated on the automatic identification of flaws or the generation
of code fixes. Little is known about the capability of these models
to transform SAST alerts into reproducible verification procedures
that can be effectively executed by professionals during security
verification activities. In particular, to the best of our knowledge, no
studies were identified that experimentally evaluate the impact of
contextual enrichment with structured security knowledge, such as
the Common Weakness Enumeration (CWE), OWASP WSTG, and
local code snippets, on the operational quality of test procedures
generated by LLMs.

This study seeks to understand how the use of LLMs with the
Retrieval-Augmented Generation (RAG) technique can assist in the
documentation of security test cases based on the WSTG guidelines,
leading to the following research question (RQ): to what extent
do CWE/WSTG knowledge and local code influence LLM-
generated security verification procedures from SAST alerts?

To answer the RQ, this work is conducted through a controlled
repeated measures experiment [18] with eight issues reported by
SonarQube! in the OWASP Juice Shop. For each issue, we generated
procedures under three conditions: isolated SAST alert; alert aug-
mented with CWE/WSTG documents retrieved via RAG; and alert
augmented with CWE/WSTG and a local code snippet. The proce-
dures were evaluated by judges with experience in testing, SAST,
and pentesting, using a rubric that measured technical correct-
ness, practical reproducibility, structural completeness, procedural
clarity, alignment with WSTG, and manual adjustments.

The results did not indicate a statistically consistent improve-
ment of the enriched conditions in technical correctness, practi-
cal reproducibility, procedural clarity, or alignment with WSTG.
Practical reproducibility remained low across all three conditions,
suggesting that the retrieval of CWE/WSTG knowledge and the
inclusion of local code are not sufficient to generate executable
procedures from SAST alerts. The condition with local code pre-
sented a lower median of manual adjustments, but this signal did
not remain significant after correction for multiple comparisons.

Consequently, the present work seeks to contribute to the litera-
ture from the perspective of using a specific RAG architecture for
the generation of security test cases from SAST reports addressed
with exploit practices, providing professionals and researchers with
an initial baseline to evaluate the feasibility of LLM-assisted gener-
ation in CI/CD-integrated SAST workflows.

This work is organized as follows: Section 2 presents the related
work on three fronts: SAST and the alert operationalization problem,
LLMs in security tasks, and RAG applied to software engineering.
Section 3 presents the research method, including the RAG-based
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retrieval pipeline, prompt composition, experimental design, evalu-
ation procedure, and statistical analysis. Section 4 reports the results
by hypothesis, presenting the statistical tests. Section 5 discusses
the findings and their practical implications. Section 6 presents the
threats to validity and the precautions taken throughout the study.
Finally, Section 7 concludes the paper, indicating future research
directions.

2 Related Work

Security assurance in the software development life cycle has tra-
ditionally relied on SAST tools for the early detection of vulnera-
bilities. However, as reported by Ami et al. [1], the excess of false
alarms and alert messages devoid of exploratory context represent
a high cognitive barrier, overloading developers and testers. This
gap between alert identification and its practical validation is the
main motivation for seeking automated triage approaches.

To circumvent the limitations of SAST in the semantic identifi-
cation of code, LLMs are being integrated into application security
toolchains. Tihanyi et al. [15] evaluated the capability of eight LLMs
in detecting vulnerabilities mapped in the Common Vulnerabilities
and Exposures (CVE). The authors showed that LLMs can identify
flaws that static models ignore. Despite this, the authors pointed
out that no model achieved satisfactory efficacy autonomously.

Li et al. [7] conducted a comparative study of SAST tools for
Java, in which SonarQube, Checkmarx, and Bandit were evaluated
using TPR, FPR, precision, recall, and F1-score metrics against in-
dustry benchmarks, including the OWASP Top 10. Through the
study, the authors demonstrated that modern SAST tools achieve
variable detection rates depending on the vulnerability category.
These tools identify vulnerabilities with measurable accuracy, but
the generated alerts typically consist of technical descriptions that
provide little operational guidance for verifying whether the re-
ported vulnerability actually exists.

Aiming to leverage the strengths of each technology, hybrid
approaches between static analysis tools and generative artificial
intelligence have been proposed. [12] showed that the combination
of traditional static analyzers with LLMs mitigates the rigidity of
syntactic rules and broadens the detection of complex vulnerabili-
ties. In line with this perspective, Li et al. 8] presented the neuro-
symbolic framework IRIS, which utilizes the SAST architecture to
guide the LLM’s context, increasing the hit rate and minimizing
false discoveries, evidencing the potential of collaboration between
structured static rules and semantic reasoning. This line of research
consolidates the premise that the collaboration between structured
static rules and the semantic reasoning of language models is the
most promising path for software security.

Despite the success in combined detection, the transition from
the mere identification of flaws to the generation of practical arti-
facts still presents substantial challenges. Without the support of
rigorous frameworks or documentation, LLMs tend to generate hal-
lucinations and produce test plans that do not reflect the technical
reality of the application [3]. The models cannot, relying solely on
their own pre-trained knowledge, consistently follow official secu-
rity standards, resulting in verbose responses or inexecutable steps.
The literature establishes, therefore, that delegating the creation of
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operational security routines to the LLM requires the continuous
injection of specific technical knowledge during inference.

Wang et al. [16] presented a systematic survey and a comprehen-
sive review regarding software testing with LLMs, reporting that
LLMs have proven efficient during the intermediate and late phases
of the testing life cycle, including the generation of unit test cases.
The review identified an emerging pattern, which consists of LLMs
demonstrating strong performance in test code generation tasks
when provided with the appropriate context. However, a large part
of the mapped studies evaluates the technical quality of the gener-
ated tests, leaving a gap regarding the actionability of the artifacts
for novice testers, as there are no metrics to measure whether an
inexperienced professional can interpret the generated tests.

To correct this context deficiency and anchor the model’s reason-
ing, RAG technique has been consolidated in software engineering
[6]. This approach enriches the input prompt with relevant docu-
mentation retrieved from vector databases, binding the artificial
intelligence’s response to official guidelines. In this sense, Shi and
Zhang [14] proved the efficacy of this strategy with the RESCUE
framework, demonstrating that by providing the LLM with explicit
security guidelines and dynamically retrieved code snippets, the
quality and security of the artifacts increased drastically. RAG acts
as an essential mediator, preventing the Al from basing its results on
generic statistical approximations and forcing it to use documented
and validated logic.

However, while the use of SAST guided by LLMs and RAG strate-
gies demonstrates maturity for code self-correction and reduction
of false positives, there is an evident gap in the operationalization
of reproducible verification tests. Previous works [8, 12, 15] focused
on having the artificial intelligence scan the code or rewrite it, but
ignored the analyst’s daily need to transform a noisy alert into an
efficient test case. The present study seeks to use RAG to cross-
reference the static report of SAST tools, such as SonarQube, with
official methodologies (CWE, OWASP WSTG) and local source code
snippets.

In summary, the literature demonstrates consistent advances in
the use of LLMs for vulnerability detection, classification, and cor-
rection, as well as in the use of RAG for the contextual enrichment
of security tasks. However, the problem of operationalizing SAST
alerts into reproducible and actionable verification procedures by
professionals remains unexplored. Although previous works have
investigated the capability of models to identify or correct vul-
nerabilities, no studies were found that empirically evaluate how
different sources of security context influence the generation of
executable validation procedures. This work seeks to fill this gap
through a controlled experimental evaluation involving SAST alerts,
structured security knowledge, and procedures derived from the
OWASP WSTG.

3 Research Method

This section presents the phases of the experimental method used
to evaluate the capability of LLMs in operationalizing SAST alerts
as reproducible vulnerability verification procedures. The study
compared three conditions of contextual enrichment: isolated SAST
alert, SAST alert with CWE/WSTG knowledge retrieved via RAG,
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and SAST alert with CWE/WSTG augmented by a local code snip-
pet.

The unit of analysis was the procedure generated for each combi-
nation of issue and experimental scenario. The evaluation combined
an ordinal rubric, practical execution by judges, inter-rater agree-
ment analysis, and statistical comparison across scenarios. The
section is organized into three parts: 3.1 Experimental Design; 3.2
Experiment Procedures; and 3.3 Experiment Analysis.

3.1 Experimental Design

The experiment was planned according to the software engineering
experimentation guidelines proposed by Wohlin et al. [18], observ-
ing how contextual enrichment with LLMs using security artifacts
enables the operationalization of SonarQube SAST alerts. Thus, our
experiment presents the following aims:

Analyze security verification procedures generated by LLMs
for the purpose of evaluating their technical quality and
capability to support the reproduction of vulnerabilities re-
ported by a SAST tool from the perspective of researchers
and professionals in software testing, SAST, and pentesting,
in the context of vulnerabilities mapped from the OWASP
Juice Shop.

The null hypothesis (Hy) states that there is no difference among
the three experimental conditions regarding the quality of the gen-
erated procedures. In contrast, the first alternative hypothesis (H;)
states that the use of CWE and WSTG improves technical correct-
ness, procedural clarity, and alignment with the corresponding
WSTG procedure when compared to the isolated use of the SAST
alert. The second alternative hypothesis (H;) states that the in-
clusion of the local code snippet reduces the number of manual
adjustments and improves the practical reproducibility of the gen-
erated procedures when compared to the other conditions.

Based on the hypotheses, the study separates the independent
variables by the level of contextual enrichment provided to the
model, established in three scenarios (S): (S1) the prompt received
only the SAST alert metadata, including rule, severity, file, flagged
line, and SonarQube message; (S2) the prompt received the same
metadata augmented with CWE descriptions and WSTG procedures
retrieved via RAG; and (S3) the prompt received the elements of
S2 and the local code snippet associated with the flagged line. The
local snippet corresponded to the complete function when the line
was contained within an identifiable function; in other cases, the
smallest logical block that preserved the flagged instruction and its
immediate dependencies was used.

The RAG pipeline was implemented using a persistent Chro-
maDB as the vector database and embeddings generated by the
text-embedding-3-small model. Two document collections were
used: CWE docs, containing CWE descriptions, and WSTG docs,
containing documents from the OWASP WSTG. The collections
were configured with cosine distance, filtered via metadata. The
documents were segmented into chunks of 6000 characters, with an
overlap of 400 characters. For each finding, the pipeline retrieved
the two CWE documents and the two WSTG documents that were
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semantically closest, totaling a maximum of four retrieved docu-
ments per generation.

The dependent variables were evaluated using a structured rubric.
Technical correctness, practical reproducibility, and structural com-
pleteness were measured on a three-level ordinal scale. Procedural
clarity was measured on a five-level ordinal scale. Alignment with
WSTG was treated as a binary variable, indicating whether or not
the procedure followed the corresponding WSTG procedure. Man-
ual adjustments were recorded as a count variable, representing
the number of modifications, additions, or reinterpretations made
by the evaluator to conclude the execution. Table 1 presents the
definitions of the evaluated variables.

To reduce variations resulting from the textual format of the
responses, all prompts used a fixed output structure. This structure
required the model to generate verification procedures contain-
ing, at a minimum: identification: SonarQube ID, File, Line, SAST
Severity, Rule, Category; classification: Verdict, CWE, OWASP Top
10, WSTG; Justification, Technical Description, Preconditions for
verification, Verification steps, Expected result (true positive), and
Expected result (false positive). The only difference among the con-
ditions was the context provided to the model prior to generation.

Prior to the formal evaluation, the judges participated in a syn-
chronization phase using examples external to the experimental
corpus. This phase aimed to align the interpretation of the rubric
criteria and reduce subjective discrepancies during the evaluation
of the generated procedures.

prompt used for generating verification procedures

Role instruction. You are a senior AppSec/SAST analyst.
Task instruction. Your task is to analyze a SonarQube alert and create a
test case for verification and triage based on the fields below.
Output constraint. Return valid JSON only.
Required JSON structure.
{
"test_cases": [
{
"identification": {
"sonarqube_id": "...",
"file": "...",
"line": o,
"sast_severity": "...",
"rule": "...",
"category": "..."
}
"classification": {
"verdict": "...",
"cwe": M.,
"owasp_top_10": "...",
"wstg": ".."
"justification": "..."
o
"technical_description": "...",
"verification_preconditions": ["..."],
"verification_steps": [
{
"step": "Step 01",
"expected_result_true_positive": "...",
"expected_result_false_positive": "..."
¥
]
}
]
3
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Generation constraint. Do not invent findings. Generate one test case
per finding, in the same order.

The variables, in turn, follow these definitions:

e Technical correctness: the set of steps and the completion
of the generated fields correctly represent the vulnerability
mechanism, the exploitation vector, and the expected result.

e Practical reproducibility: the judges can execute the proce-
dure and observe the expected behavior of the vulnerability
by following exclusively the generated procedure.

e Structural completeness: presents a logical sequence, lacks
ambiguity, and provides sufficient instructions for execution.

e WSTG alignment: follows the set of best practices for con-
ducting penetration tests; Manual adjustments: corrections
made by the evaluators to meet the expected standard.

3.2 Experiment Procedures

Initially, each issue in the corpus was converted into a standardized
input containing information from the SAST alert, including rule,
severity, associated CWE, and the line flagged by SonarQube. Subse-
quently, the experimental pipeline generated the procedures using
three distinct experimental conditions. The generated outputs were
anonymized and randomized prior to human evaluation to reduce
judgment bias.

After the generation of the procedures, each judge executed the
produced steps in an isolated environment, using Docker containers
with version v20.0.0 of the OWASP Juice Shop? and recording each
execution. After each execution, the environment was restarted to
prevent interference between tests. Following each execution, the
judges filled out a structured evaluation document, recording the
application of the rubric, the difficulties encountered, the adapta-
tions made, and observations regarding operationalization failures
of the generated procedure.

The experimental corpus was composed of eight issues reported
by SonarQube in OWASP Juice Shop v20.0.0. The issues covered
vulnerabilities associated with XSS, code injection, credential expo-
sure, cryptographic failures, permissive CORS configuration, and
ReDoS. The selection sought to include alerts with the possibility
of practical verification within the application environment. Each
issue was associated with a SAST rule, a CWE, and a reference
WSTG procedure.

To improve transparency about the generated artifacts, Table 2
presents an illustrative example from the same SonarQube finding
across the three experimental scenarios. The example refers to the
alert typescript:S1523in routes/b2bOrder. ts, associated with
dynamic code execution. The table does not constitute a qualitative
analysis; it illustrates how the amount of contextual information
changed the generated verification procedure and how this vari-
ation could affect evaluator judgment. The example shows that
contextual enrichment changed the specificity of the generated
procedure. S1 produced a generic verification plan centered on the
existence of dynamic execution and possible external influence.
S2 added security-oriented terminology and checks derived from
CWE/WSTG. S3 incorporated application-specific elements from

Zhttps://github.com/juice-shop/juice-shop/releases/tag/v20.0.0
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Table 1: Evaluation rubric for the generated procedures

Variable

Item

Definition

Technical correctness

0 - Incorrect
1 - Partially correct

2 - Correct

The procedure exploits a different mechanism, incorrectly interprets the alert, or produces an incompatible

result.

The procedure partially identifies the correct vector but presents technical errors, omissions, or inadequate

steps.

The procedure correctly identifies the vector, describes consistent steps, and predicts the expected behavior.

Practical reproducibility

0 - Does not reproduce
1 - Partially reproduces
2 - Completely reproduces

The procedure does not execute or does not demonstrate the expected behavior.
The procedure executes after adaptations or reproduces only part of the expected behavior.
The procedure executes as described and completely demonstrates the expected behavior.

Structural completeness

0 - Does not cover
1 - Partially covers

Does not present the expected structure.
Presents the structure with some missing fields.

2 - Covers Presents all mandatory fields filled.

1 - Very low The procedure is ambiguous or insufficient for execution.

2 - Low The procedure presents a general intent but has relevant gaps that hinder execution.
Procedural clarity 3 — Moderate The procedure is understandable and partially executable but requires complementary interpretation.

4 - High The procedure is clear and ordered, requiring only minor decisions from the evaluator.

5 — Very high The procedure is immediately understandable and executable without relevant additional interpretation.
WSTG alignment Correct The procedure %s alignéd with t}ie corresponding WSTG procedure.

Incorrect The procedure is not aligned with the corresponding WSTG procedure.
Manual adjustments Quantitative Number of modifications made by the judge to complete the execution of the procedure.

the local code, including body.orderLines Data, safeEval, and
vm. runInContext. However, even the most specific scenario still
required runtime assumptions about route reachability, challenge
configuration, and observable behavior.

The judges responsible for the evaluation include a QA specialist
with three years of experience in software testing, pentesting, and
application SAST reports, and a software testing specialist with two
years of experience, including one year with SAST. In situations
of divergence, a senior software testing researcher conducted the
final arbitration.

To illustrate the judges’ evaluation, Table 3 presents one exam-
ple of evaluator judgment for the same generated procedure. The
example is not used as qualitative evidence; it only illustrates how
practical reproducibility and manual adjustments may diverge even
when evaluators agree on most rubric dimensions. This example
shows why practical reproducibility was harder to assess than text-
oriented criteria. The evaluators agreed that the procedure was
partially correct, partially complete, unclear, and not aligned with
WSTG. However, they differed on whether the artifact could be
partially reproduced and on how many manual adjustments were
needed. This reinforces the need to treat practical reproducibility
as a stricter criterion than structural completeness or technical
plausibility.

As a reference for evaluating the generated procedures, a golden
set® was constructed, containing verification procedures for each
vulnerability in the experimental corpus. For each issue, a veri-
fication procedure was manually elaborated containing precon-
ditions, execution steps, and expected results. The construction
considered the SAST alert, the associated CWE documentation, the
corresponding WSTG procedure, and the observable behavior of
the vulnerability in the OWASP Juice Shop.

3https://github.com/ASTRID-RESEARCH/gold-set-sast-for-1lm/

The golden set was made available to the judges during the eval-
uation. Thus, the evaluation should be interpreted as a reference-
assisted evaluation, rather than a completely independent execu-
tion based solely on the generated procedure. The judges used the
golden set to support judgments regarding technical correctness,
alignment with WSTG, and the expected result of the verification.
Experimental blindness was preserved regarding the procedure
generation condition and the identification of the artifacts, but not
regarding the expected reference for each vulnerability.

The material was reviewed by one security specialist with six
years of experience and one QA with pentesting experience and
four years of experience, prior to its use in the experiment. The
review verified whether each procedure correctly described the
vulnerability mechanism, whether the steps were executable in
the experimental environment, and whether the expected result
allowed distinguishing a true positive from a false positive. During
the evaluation, the golden set was used as a reference to support
judgments regarding technical correctness, WSTG alignment, and
practical reproducibility.

3.3 Experiment Analysis

The experiment utilizes a repeated measures design, in which the
same eight issues were evaluated under the three experimental con-
ditions. For each combination of issue and experimental condition,
a single final response generated by the LLM was considered, main-
taining the model, temperature, generation parameters, and prompt
structure fixed. Thus, the unit of quantitative analysis corresponded
to the procedure generated for each issue-condition combination,
totaling 24 evaluated procedures. This decision was adopted to keep
the experimental design simple and controlled, reducing the influ-
ence of subsequent choices among multiple generated responses.
The evaluation of the procedures was conducted blindly. The
judges did not have access to the experimental condition responsible
for generating the procedure, nor to the identification of the model
used. The artifacts were presented using randomized identifiers to
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Table 2: Illustrative example of generated artifacts across scenarios for the same SAST finding

Verification focus

Potential evaluator concern

Focuses on confirming whether dynamic execution
exists and whether external input reaches the flagged
line.

The procedure remains generic and depends on the
evaluator to identify the concrete endpoint, input
field, and execution path.

Adds more explicit checks for dynamic execution,
data flow, input validation, and non-destructive pay-
loads.

The procedure provides richer security framing, but
still requires the evaluator to infer the concrete route
and payload placement.

Scenario Context provided Generated classification
S1 SAST alert only Classified as a security hotspot to be verified; mapped
to CWE-95 and OWASP A03 Injection.
S2 SAST alert + CWE/WSTG via  Classified as code injection / eval injection; mapped to
RAG CWE-95/CWE-94 and WSTG code injection testing.
S3 SAST alert + CWE/WSTG + Classified as conditional true positive; iden-
local code tifies body.orderLinesData, safeEval, and

vm.runInContext.

Targets the concrete data flow from request body to
dynamic execution and proposes traceable payloads
such as SAST_RCE_PROBE.

The procedure is more application-specific, but still
depends on challenge configuration, route reachabil-
ity, and runtime behavior.

Table 3: Illustrative rubric application for one generated pro-
cedure

Criterion Evaluator A Evaluator B

Technical 1 - Partially correct 1 - Partially correct
correctness

Practical 1 - Partially reproduces 0 - Does not reproduce
reproducibility

Structural 1 - Partially covers 1 - Partially covers

completeness

Procedural clarity 1 - Very low 1 - Very low
WSTG alignment Incorrect Incorrect
Manual 3 7

adjustments

Note. The main disagreement occurred in practical reproducibility and manual adjustments. This
example illustrates how evaluators may agree on textual criteria while differing on how much
reconstruction is needed for execution.

minimize biases related to the size, complexity, or textual formatting
of the generated outputs.

The data analysis was conducted using non-parametric statis-
tical techniques due to the small size of the experimental corpus
and the ordinal nature of the evaluated variables. Initially, we cal-
culated the agreement between the two evaluators. For the ordinal
variables of the rubric, the weighted Gwet’s AC2 coefficient was
used, accompanied by the observed agreement percentage and Co-
hen’s weighted kappa as a complementary measure. For the binary
variable of alignment with the WSTG, Gwet’s AC1 coefficient was
used, also accompanied by the observed agreement percentage
and simple Cohen’s kappa. For the quantitative variable of manual
adjustments, we described the agreement through the mean and
median absolute difference between evaluators, with the intraclass
correlation coefficient reported as a complementary analysis.

After the agreement analysis, divergences between evaluators
was resolved by consensus, producing a final score for each issue-
condition combination. For the ordinal variables, we used the Fried-
man test for a global comparison among the three experimental
conditions. When a statistically significant difference is identified,
we performed paired comparisons using the Wilcoxon signed-rank
test, with Holm’s correction for multiple comparisons. The global ef-
fect size was reported using Kendall’s W coefficient, associated with
the Friedman test, while the paired comparisons was accompanied
by the rank-biserial correlation. For the binary variable of alignment
with the WSTG, we used Cochran’s Q test as a global comparison,
followed by paired McNemar’s tests with Holm’s correction when
applicable. The variable of manual adjustments, treated as a count,
was described by the median and interquartile range and compared
among conditions using the Friedman test, followed by the paired
Wilcoxon test when necessary.

The inter-rater agreement was analyzed using complementary
metrics, considering the skewed distribution of the rubric responses.
For the ordinal variables, we used Gwet’s AC2 coefficient, while for
the binary variable of alignment with the WSTG, we used Gwet’s
AC1. The observed agreement percentage and Cohen’s kappa were
reported as complementary measures.

4 Results

This section presents the results obtained in the experiment.

4.1 Agreement Among the Evaluators

In general, the results indicated high agreement for technical cor-
rectness (AC2 = 0.858; observed agreement = 87.5%), structural
completeness (AC2 = 0.909; observed agreement = 91.7%), and proce-
dural clarity (AC2 = 0.950; observed agreement = 95.7%). Alignment
with the WSTG also presented substantial agreement (AC1 = 0.744;
observed agreement = 79.2%). In contrast, practical reproducibil-
ity presented low inter-rater agreement (AC2 = 0.242; observed
agreement = 54.2%), suggesting greater difficulty in applying this
criterion.

Although the kappa coefficients were low or null for some vari-
ables, these values were interpreted with caution due to the heavy
concentration of responses in predominant categories. Thus, the
AC1/AC2 coeflicients and the observed agreement were considered
more informative for evaluating the consistency among evaluators
in this study.

4.2 Descriptive Statistics by Scenario

Table 4 presents the descriptive statistics of the variables evaluated
across the three experimental scenarios, S1, S2, and S3. For each
variable, the number of observations N, the median, the quartiles Q1
and Q3, as well as the minimum and maximum values are reported.

In general, the variables technical correctness, structural com-
pleteness, and procedural clarity presented a median equal to 1
across the three experimental scenarios. In contrast, practical re-
producibility presented a median equal to 0 in all scenarios. The
manual adjustments variable was the only one that presented more
evident differences among the scenarios, with medians of 7.0 in S1,
8.51in S2, and 6.0 in S3.

Although the median for technical correctness was equal to 1
in all three scenarios, the occurrence of minimum values equal
to 0 was observed in S1 and S2, indicating that not all scenarios
reached the highest level of correctness. In scenario S3, all scenarios
presented a minimum value equal to 1.

Practical reproducibility presented a median equal to 0 in all
experimental scenarios. Furthermore, S1 and S2 did not present
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Table 4: Descriptive statistics by scenario.

Variable Scenario N  Median Q1 Q3 Min  Max
Technical correctness S1 8 1,00 0,75 1,00 0,00 2,00
Technical correctness S2 8 1,00 1,00 1,00 0,00 2,00
Technical correctness S3 8 1,00 1,00 1,00 1,00 2,00
Practical reproducibility S1 8 0,00 0,00 0,00 0,00 2,00
Practical reproducibility S2 8 0,00 0,00 0,00 0,00 2,00
Practical reproducibility S3 8 0,00 0,00 0,00 0,00 2,00
Structural completeness S1 8 1,00 1,00 1,00 1,00 1,00
Structural completeness S2 8 1,00 1,00 1,00 1,00 1,00
Structural completeness S3 8 1,00 1,00 1,00 1,00 1,00
Procedural clarity S1 8 1,00 1,00 1,00 1,00 2,00
Procedural clarity S2 8 1,00 1,00 1,00 1,00 2,00
Procedural clarity S3 8 1,00 1,00 1,00 1,00 2,00
Manual adjustments S1 8 7,00 5,00 8,00 5,00 10,00
Manual adjustments S2 8 8,50 6,75 13,00 6,00 18,00
Manual adjustments S3 8 6,00 6,00 7,00 5,00 7,00

variation among the evaluated scenarios, while S3 presented a single
case with a maximum value equal to 1, indicating minor variation
in this scenario.

Regarding manual adjustments, scenario S2 presented the high-
est median (8.5) and the greatest dispersion of values, ranging from
6 to 18 adjustments. Scenario S1 presented a median of 7.0, while S3
presented the lowest median (6.0) and the lowest variability among
the evaluated scenarios, with values between 5 and 7 adjustments.

Although the enriched scenarios provided more context to the
model, this enrichment was not reflected in more easily executable
procedures, as evidenced by the low reproducibility observed across
the three scenarios.

4.3 Global Comparison Between Scenarios

Table 5 presents the results of the global statistical tests used to
compare the three experimental scenarios S1, S2, and S3. For each
evaluated variable, the applied statistical test, the test statistic, the
degrees of freedom (df), the p-value, the number of observations
N, and, when applicable, Kendall’s coefficient of concordance (W),
used as an effect size measure for the Friedman test, are reported.

Table 5: Global tests comparing scenarios.

Variable Test Statistic gl p N Kendall W
Technical correctness Friedman 3,000 2 0,223 8 0,188
Practical reproducibility ~ Friedman 2,000 2 0368 8 0,125
Structural completeness ~ Friedman - 2 - 8 -
Procedural clarity Friedman 2,000 2 0368 8 0,125
Manual adjustments Friedman 6,690 2 0,035 8 0,418
Alignment WSTG Cochran Q 2,000 2 0368 8 -

The global analyses did not identify statistically significant differ-
ences among scenarios S1, S2, and S3 for the variables Technical cor-
rectness (p=0.223), Practical reproducibility (p=0.368), Procedural
clarity (p=0.368), and WSTG alignment (p=0.368). For Structural
completeness, the Friedman test could not be calculated due to the
lack of variability in the observations.

Only the Manual adjustments variable presented a statistically
significant difference among the scenarios (Statistic=6.690, df=2,
p=0.035). Kendall’s coefficient of concordance (W=0.418) indicates
a moderate effect size, suggesting that the amount of manual ad-
justments varied among the experimental scenarios.
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4.4 Pairwise Comparisons

Table 6 and Table 7 present the results of the paired comparisons
performed among scenarios S1, S2, and S3. For the ordinal and count
variables, the p-values, the values adjusted by Holm’s method, the
difference between the medians, and the effect size r are reported,
when applicable. For WSTG alignment, the results of the paired
McNemar’s test are presented, including the p-values, the values
adjusted by Holm’s method, and the statistics associated with the
test.

Table 6: Pairwise comparisons for ordinal and count vari-
ables.

Variable Comparison p p_Holm  Median_dif r
Technical correctness S1vsS2 1,000 1,000 0,00 0,000
Technical correctness S1vsS3 0,346 1,000 0,00 0,667
Technical correctness S2vs S3 1,000 1,000 0,00 0,000
Practical reproducibility ~ S1 vs S2 - - 0,00 -
Practical reproducibility ~ S1 vs S3 1,000 1,000 0,00 0,000
Practical reproducibility ~ S2 vs S3 1,000 1,000 0,00 0,000
Structural completeness ~ S1 vs S2 - - 0,00 -
Structural completeness ~ S1 vs S3 - - 0,00 -
Structural completeness ~ S2 vs S3 - - 0,00 -
Procedural clarity S1vsS2 1,000 1,000 0,00 0,000
Procedural clarity S1vsS3 1,000 1,000 0,00 0,000
Procedural clarity S2vs S3 - - 0,00 -
Manual adjustments S1vsS2 0,075 0,151 -2,50 0,672
Manual adjustments S1vsS3 0,354 0,354 1,00 0,327
Manual adjustments S2vs S3 0,036 0,107 2,00 0,858

Table 7: Pairwise comparisons for WSTG alignment.

Variable Comparison  Test P p_Holm b
Alignment WSTG ~ S1vs S2 Paired McNemar 1,000 1,000 0
0
0

Alignment WSTG ~ S1vs S3 Paired McNemar 1,000 1,000
Alignment WSTG ~ S2 vs S3 Paired McNemar - -

[SYESNEN Y

After applying Holm’s correction, none of the paired compar-
isons remained statistically significant. The comparisons involving
Manual adjustments presented values of p = 0.075 (S1 and S2) and
p = 0.036 (S2 and S3), but they ceased to be significant after the
prolm adjustment. The remaining variables did not present rele-
vant differences among the scenarios.

Taken together, the results do not provide statistically consistent
evidence that contextual enrichment with CWE/WSTG or with
a local code snippet improved the technical correctness, practi-
cal reproducibility, structural completeness, procedural clarity, or
alignment with the WSTG of the generated procedures. The main
quantitative finding is that, under the evaluated scenarios, the in-
crease in informational context was not sufficient to produce fully
executable verification procedures.

5 Discussion

This section discusses the main findings of the experiment regarding
the research question and the formulated hypotheses. The objec-
tive of the study was to analyze whether contextual enrichment
with CWE descriptions, OWASP WSTG procedures, and local code
snippets could improve the capability of an LLM to transform SAST
alerts into reproducible verification procedures. Overall, the results
do not support a statistically consistent improvement among the
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evaluated scenarios. This finding suggests that the problem of op-
erationalizing SAST alerts is not resolved solely by expanding the
informational context provided to the model.

Answering the Research Question

ROQ: To what extent do CWE/WSTG knowledge and
local code influence LLM-generated security verifica-
tion procedures from SAST alerts?

The results indicate that contextual enrichment alone was
not enough to improve the generated procedures. CWE and
WSTG documents retrieved via RAG did not significantly
improve technical correctness, procedural clarity, or WSTG
alignment. Thus, H; (“the use of CWE and WSTG improves
technical correctness, procedural clarity, and alignment with
the corresponding WSTG procedure when compared to the
isolated use of the SAST alert”) was not supported.

Local code did not significantly improve practical repro-
ducibility. The generated procedures remained difficult
to execute across all scenarios, with low reproducibility
scores. Thus, H, (“the inclusion of the local code snippet
reduces the number of manual adjustments and improves the
practical reproducibility of the generated procedures when
compared to the other conditions”) was not supported for
reproducibility.

A limited positive signal was observed for manual adjust-
ments: the scenario with CWE/WSTG and local code re-
quired the lowest median number of adjustments. However,
this effect did not remain significant after Holm correction,
so it should be treated as exploratory.

These findings show that more context does not automati-
cally produce reproducible verification procedures. LLMs
may support initial drafting, but reliable SAST alert oper-
ationalization still requires human review and execution-
based validation.

5.1 Contextual Enrichment Did Not Guarantee
Operationalization

This study aims to analyze to what extent contextual enrichment
with CWE descriptions, OWASP WSTG procedures, and local code
snippets could improve the capability of an LLM to transform SAST
alerts into reproducible verification procedures. To this end, three
scenarios were compared, ranging from the isolated use of the alert
to the combination of the alert, structured knowledge, and the code
snippet associated with the issue reported by SonarQube.

The obtained results do not support that this enrichment pro-
duced a statistically significant improvement in the quality of the
generated procedures. The global analyses did not identify signif-
icant differences among S1, S2, and S3 for technical correctness
(p=0.223), practical reproducibility (p=0.368), procedural clarity
(p=0.368), and alignment with the WSTG (0.368). Furthermore, prac-
tical reproducibility presented a median equal to 0 across the three
scenarios, indicating that, in most cases, the produced procedures
could not be successfully executed based on the artifacts generated
by the LLM.
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Consequently, this result suggests that transforming a SAST alert
into an executable procedure requires more than expanding the
informational context of the prompt. Although knowledge retrieval
may support the identification of the vulnerability and its classifica-
tion, the operationalization of the alert depends on a more precise
procedural translation, capable of converting technical descriptions
into actionable, ordered, and verifiable steps in the execution envi-
ronment.

5.2 CWE/WSTG Can Increase Context, but Also
Aperational Complexity

The findings reinforce the distinction between conceptual security
knowledge and the practical operationalization of the test. Knowing
the vulnerability’s category, formal description, and WSTG refer-
ence procedure does not, in itself, imply the capability to produce
an executable sequence of actions within the context of the target
application.

In this sense, CWE and WSTG contribute to naming, framing,
and contextualizing the vulnerability. This helps explain why the
enriched scenarios did not present a statistically consistent improve-
ment in variables such as technical correctness, procedural clarity,
and alignment with the WSTG. The enrichment may have aided
the description of the flaw at a conceptual level; however, this gain
did not translate into an improvement in the capability for practical
execution.

The variable that best highlights this limitation is practical re-
producibility. Furthermore, it presents a median equal to 0 across
all scenarios and has the lowest inter-rater agreement (AC2=0.242;
observed agreement=54.2%), which indicates greater difficulty in
applying the judgment and higher sensitivity to concrete opera-
tionalization failures. This result suggests that the main difficulty
of the generated procedures was guiding the reproduction precisely
enough to dispense with external complementation.

5.3 Local Code Appears To Help, but Does Not
Resolve the Issue

Among all evaluated variables, the "Manual adjustments" variable
was the only one that presented a significant global difference
among the experimental scenarios in the Friedman test. Conse-
quently, S3 presented the lowest median of manual adjustments
(6.0), while S1 presented a median of 7.0, and S2 presented the high-
est median (8.5). The comparison between S2 and S3 presented a
p-value of 0.036 (p=0.036) before the correction, but it ceased to be
significant after Holm’s adjustment.

Despite the absence of statistical confirmation after correction,
this pattern can be interpreted as a preliminary sign that the local
code contributes to reducing the adaptation effort required during
execution. The lower median observed in S3 suggests that the code
snippet associated with the alert may provide additional clues in
order to make the procedure less generic and more tailored to the
target. This effect points to a partial reduction in the interpretation
and complementation work required during execution.

However, the code alone does not provide sufficient dynamic
context to resolve the operationalization problem. Although it may
expose the function or the logical block related to the alert, the
execution of a verification test also depends on information that
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frequently goes beyond the local snippet, such as application state,
flow between components, authentication requirements, and other
execution-context details. Thus, the local code appears useful as a
complementary signal, but insufficient as an exclusive basis for the
autonomous generation of executable procedures.

5.4 Low Reproducibility Is the Most Important
Practical Finding

Despite the low practical reproducibility observed in the three
scenarios, the high results for technical correctness, structural com-
pleteness, and procedural clarity indicate that LLMs were capable
of understanding and structuring relevant information about the
vulnerabilities. This behavior is aligned with the findings of Mao
etal. [10], who demonstrated the efficacy of LLMs in generating vul-
nerability explanations, including their cause, location, and repair
suggestions. Thus, the results of this study do not invalidate the
use of LLMs in the operationalization of SAST alerts, but they indi-
cate that their capability to produce fully reproducible procedures
remains limited.

In light of this, a more suitable role for LLMs in this context is
to support the initial elaboration of procedures, acting as drafting
tools for security analysts. This behavior aligns with the literature
that positions LLMs as support tools for code analysis, review, and
debugging, as well as assistants integrated into development and
security workflows [17, 19].

The results also highlight the need for additional mechanisms
to guarantee the reliability and executability of the generated pro-
cedures. The low practical reproducibility observed indicates that
the isolated use of LLMs is not sufficient to ensure operational
consistency. The literature has pointed out that integration with
instrumented execution, automated testing, and static analysis con-
tributes to improving the validation of the generated outputs [2].
Even so, despite the support of external tools, such approaches
do not guarantee the complete autonomy of the model, acting as
verification mechanisms rather than substitutes for the analysis
process [5]. These results reinforce the need for hybrid pipelines
with explicit validation for security applications.

The illustrative artifact presented in Table 2 helps contextualize
this difficulty. The S3 procedure for typescript:S1523 was more
specific than S1 and S2 because it referenced concrete code elements
such as body.orderLinesData, safeEval, and vm. runInContext.
Still, its execution depended on runtime information not fully en-
coded in the artifact, including route reachability, challenge activa-
tion, request structure, and observable error behavior. This helps
explain why practical reproducibility was harder to judge than crite-
ria based mainly on textual structure or vulnerability classification.

6 Threats to Validity

This section discusses the main threats to the validity of the study
using the Wohlin et al. [18]’s categorization. It also describes the
measures adopted to mitigate them throughout the experimental
design and data analysis.

Construct validity. The quality of the generated procedures
was operationalized by multiple variables: technical correctness,
practical reproducibility, structural completeness, procedural clar-
ity, alignment with WSTG, and manual adjustments. Due to the fact
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that part of these variables depends on human evaluation, there
is a risk of subjectivity and partial overlap among constructs. To
mitigate these issues, prior synchronization of the judges, blind
evaluation, structured evaluation documents (golden set), and re-
evaluation in case of divergences among the judges were adopted.

The fact that the golden set was visible to the judges during the
assessment also poses a threat to construct validity. Although this
material is useful for reducing ambiguity in the interpretation of
expected results, it may have influenced the assessment of practical
reproducibility. In particular, access to this reference might have
mitigated difficulties encountered during execution based on the
model-generated procedure, thereby reducing the independence
of the judgment regarding the artifact’s ability to guide the repro-
duction of the vulnerability without assistance. Consequently, the
results should be interpreted as stemming from a reference-aided
assessment rather than as a pure measure of an evaluator’s ability
to carry out the verification procedure without external support.

Internal validity. The repeated measures design using the same
eight issues across the three experimental scenarios could introduce
learning and familiarity effects. To mitigate such risks, the artifacts
were anonymized and randomized, and each execution performed
by the judges was conducted in an isolated environment. Never-
theless, the limitation arising from the model’s variation remains,
even with fixed parameters and multiple executions per scenario.

Furthermore, the limitation arising from the stochastic variabil-
ity generated by LLMs remains. In the study, a single final response
was evaluated for each issue-scenario combination, keeping the
model, the generation parameters, and the prompt structuring con-
stant. Although the use of the same model with fixed parameters
contributes to increasing experimental control, the possibility re-
mains that part of the variation in the quality of the generated
procedures stems from the model’s probabilistic behavior, and not
exclusively from the differences among the scenarios.

External validity. External validity is limited by the use of a
single target application, the OWASP Juice Shop, a single SAST
tool, SonarQube, and a single LLM model. Thus, the results must
be interpreted as evidence in a controlled environment, requiring
replications with other environments, tools, models, and evaluator
profiles to broaden their generalization.

Conclusion validity. A potential threat is the sample size used
in the statistical analysis across the experimental scenarios. Al-
though the sample was relatively small, this characteristic guided
our choice of appropriate statistical tests. We carefully verified that
the assumptions of the selected tests were satisfied to support the
validity of the analysis.

7 Conclusion

This study evaluates to what extent different context sources influ-
ence the generation of security verification procedures by LLMs
from SAST alerts. Three scenarios were compared: isolated SAST
alert, alert enriched with CWE/WSTG documents retrieved via
RAG, and alert enriched with CWE/WSTG augmented by a local
code snippet. The procedures were evaluated by judges based on
criteria of technical correctness, practical reproducibility, struc-
tural completeness, procedural clarity, alignment with WSTG, and
manual adjustments.
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The results do not provide consistent statistical evidence that
contextual enrichment improved the quality of the generated pro-
cedures. Practical reproducibility remained low across all three
scenarios, indicating that the artifacts produced by the LLM were
rarely sufficient to support the reproduction of the vulnerability in
the execution environment. This finding shows that the transition
from a SAST alert to a verifiable procedure requires more than the
inclusion of technical documentation in the prompt.

The main implication of the study is that LLMs should not be
positioned as autonomous generators of reproducible security ver-
ification procedures. Their most defensible use lies in the initial
elaboration of drafts, alert organization, and retrieval of related
knowledge. The confirmation of the vulnerability still requires
human review, controlled execution, and explicit validation mecha-
nisms.

The study also suggests that the local code snippet may reduce
part of the adaptation effort required from the evaluators, as sce-
nario S3 presented the lowest median of manual adjustments. This
result, however, must be treated as exploratory, since the paired
comparisons did not remain significant after correction for multi-
ple comparisons. Future studies should investigate whether richer
contexts, including execution flow, application state, routes, cre-
dentials, input data, and test oracles, increase the reproducibility of
the generated procedures.

As next steps, we recommend to expand the experimental cor-
pus, include other SAST tools, evaluate different LLM models, and
compare generation strategies based on prompting, RAG, and in-
strumented execution. It is also necessary to separate independent
evaluations from reference-assisted evaluations, allowing a more
precise measurement of how much of the generated procedure is
actually executable without external support. These advances can
support the construction of hybrid pipelines in which LLMs gener-
ate verification hypotheses, but operational validity is confirmed
by execution, evidence, and observable criteria.

Ethical Considerations on the Use of Al

We used Large Language Models for language refinement, but all
analysis and interpretation remain our sole responsibility.
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